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Spambrella/Proofpoint Add-In Version 1.2 V

Spambrella continues to expand with tooling for Proofpoint Distribution, MSSP
and MSP partners and customers. The need for additional tooling presents
itself through engineering tickets we call RFE’s — ‘Request for Enhancement’
requests. We develop tools to alleviate technical support requirements and to
provide the best possible end-user experience. Through sharing

Spambrella are proud to announce the release of the Spambrella (Proofpoint
Essentials) Microsoft 365 Outlook add-in. Version 1.2 now includes ‘Encrypt
Message’, ‘Access Quarantine’ and ‘Access Archive’ buttons for administrators
and end-users.

VERSION 1.2

Who can use the add-in?

The Microsoft Office 365 Outlook add-in is developed for Spambrella and Proofpoint
Essentials services and will integrate with all Proofpoint service stacks (US1, US2, US3, US4
US5 and EU1).

Spambrella is delivered on US1 through to US5 and a single stack instance resides in Europe
on EU1. The Spambrella M365 Outlook add-in will integrate seamlessly via a Spambrella
stack through any Proofpoint Essentials customer account.

The add-in will not operate unless the customer account is under Spambrella as a tenant.
Therefore, it will be necessary to migrate your account to Spambrella from your incumbent
Proofpoint Essentials partner to use the free M365 Outlook add-in.

Migrating a Proofpoint Essentials account to Spambrella to access the free add-in is very
simple. Before doing so, please contact your existing licensing partner and request the
Spambrella add-in, your Proofpoint partner may already be working with Spambrella and

may have direct access to the add-in — Please follow this guide

Once the add-in is added to Outlook, it will automatically populate the ribbon section of the
Outlook application and Outlook Web Access across all devices for the user. If you cannot
see the add-in, it may be hidden and will need to be added to the ribbon by customizing
your ribbon view.
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Additional functionality is available when creating a new message to encrypt the
message when sending (The customer must be subscribed to the Advanced or
Advanced — Service Packages). The functionality of the add-in is to provide the below
end-user ease of use and will be shaped around customer/partner requirements moving
forward. We rely on our customers and partners to suggest functionality to improve the tool.

EMAIL SECURITY SERVICE ADD-IN FEATURES

e Enables users to quickly report suspicious emails to Spambrella.

e Users can submit safe or block list entries from the add-in which then populate the
end-user sender lists.

e No need to wait for end-user Quarantine digest emails — Click ‘Quarantine’ from the
add-in for instant access (admin and end-user view).

e Access Archive — for customers subscribed to ‘Professional or Professional +' — get
instant access to personal archives (global view as admin).

SECURITY AWARENESS TRAINING (SAT)

Reporting an email using the Outlook add-in - Behaviour

If sent from the SAT service, clicking this will present the end-user with a congratulations
message for identifying a potentially malicious email. Although this email was sent from the
Proofpoint threat simulation service, the end-user was able to identify it correctly.

Any threats reported from which have been sent from an alternative threat simulation
service would not report a congratulations message to the end-user.
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2) Enable Dark mode

Add-In Version 1.2 — Setup

= Home  Integrated apps

Integrated apps

Discover, purchaze. acquite. manage. and deploy Microzoft 365 Apps developed by Microsoft partners. You can also deploy and manage Line-of-b add-ins ped within your
Far advanced management of these apps go to the respective admin center or page | Azute Active Directory | SharePomt | Teams | Add-ins.

Deployed apps  Avadable apps Blocked apps

All 3pps in this list have been instalied for tenant users.

Popular apps to be deployed A
n Mural JM Adobe Acrobat for Mi... CodeTwo for Outlook Salesforce . iPlanner Pro For Office...
OGw W @ Web agps 2 @ Outicor @ @ Cutook W Vet apen @
@ Take idess from “*’s-mm- 10 actation Do maore with PDFs — it's Atrobat built right Outiook Add-im Automatic email signatures Boost productivity by bringing the power of (Get Planmer tasics from Planner & Microzoft
with Mural = Microsoft 365 Into popular Mrosoit enterprise 3pps. legal disclarners & marketing bemers in. the Salestorce Platform to Outiook Teams ot the tip of your hard n Outiook o
- s e s s R e
View more apps
B o] T Uptomt amtom pps )ttt O i =
Name Host products Status Test deployment Last modidied |
D Health -~
Admin centers
@ Secunity =
No apps have been deployed ¢
@ Compliance Get started by deploying apps :
@ identity Gat apps -
@ Exchange
. i

Within the Microsoft 365 Admin Centre navigate to: Settings / Integrated Apps / Upload
Custom Apps

2 o

Upload Apps to deploy

App type
[ Office Add-in | (o}

Choose how to upload app

(O Upload manifest file (xmi) from device

choose file trom your desktop Choosa File

(®) Provide link to manifest file

] httpsy// Validate

Next Cancel
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Deploy New App

Upload Apps to deploy

@ Upload custom app

O uUsers App type
I |o«-ceAaa-m v | @

O Deployment
Choose how to upload app

(O Upload manifest file (xmi) from device

choose file from your desktop Choose File

Provide link to manifest file

I Ila. net/addin, prod.xm| ] Validate

Enter the add-in xml URL: https://outlook-addin-

Cancel

spambrella.azurewebsites.net/addin/manifest.prod.xml into ‘Provide link to manifest file’

and then click ‘Validate’.

Deploy New App

B s Add users

A -\k Spambrella

O Deployment Is thes  test deployment? (O 1"._'_", No
Assign users

() Just me (support@Spambrelia.com)
(O eative organization

(O Specific users/groups

Cancel
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Choose the scope of the deployment. If testing/first deployment, Spambrella vv
recommend testing with a subset set of end users. e

2 — _

Deploy New App

Accept permissions requests

@ Upload custom app

@ Users Read the app permissions and capabilities carefully before proceeding

@ Deployment App Permissions and Capabilities
®  Permissions
I Spambrella
© Finish @ Outiook
App capabilities:

e o

Check the permissions and select next. Select ‘Finish deployment’.

p . _

Deploy New App

o, Review and finish deployment

© Users Review your selected settings and deploy
Apps to deploy

@ Deployment

l Spambrella

~  Permissions @ Outlook

® Finish
Assigned users

Justme
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End-User Experience

M365 Outlook Online (OWA):

© % & B « «

Mon 24/04/2023 16:18
Spambrella

1 Quarantine Portal

@ Trust Sender Leam More
2 Block Sender

£ Report Email

2 View Archive

M365 Outlook Online OWA — Outbound Message Options for organizations licensed on
Advanced or above — Encryption:

= 0 1 Teams call Lo iy 2

v Pv &~ £ B O =% ®v 9
Spambrella
(% Encrypt Message

B9 Quarantine Portal

M365 Outlook Application:

* u @ ﬁ (@ 80 ¢4 Report Email

Share t Vi Send t Vi Quarantine Trust Block ) vi
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M365 Outlook Application - Outbound Message Options for organizations licensed on
Advanced or above — Encryption:

®
e © & 8 5

Polls Viva Encrypt Quarantine View
Insights Message  Portal Templates

aal

Mobile Devices - Example provided on Outlook for iPhone — User will need to click the three
dots below the time of the message to show add-in menu.

H ® &% &
Quarantine  Trust Sonder  Block Sender  Report Email  View

Portal

Mark as Read

Flag

Reply

Priya Pandey

Forward
Forward as Attachment

Delete

Cancel
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